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Abstract

WhatsApp, a widely used instant messaging application, has become a valuable source of digital
evidence in forensic investigations. This review article explores the forensic analysis techniques,
challenges, and future directions associated with WhatsApp. It covers the extraction and analysis
of data from various sources, including mobile devices, cloud backups, and network traffic. The
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article discusses the challenges faced by forensic examiners, such as encryption, data volatility,

and the need for proper validation of tools. It also highlights the importance of keeping up with the

") Check for updates

latest updates and changes in WhatsApp’s features and security measures. The future directions

for WhatsApp forensics are explored, focusing on the development of more advanced and efficient
analysis techniques, the need for standardization, and the importance of international cooperation
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in addressing cross-border investigations. This review provides insights for forensic examiners,
researchers, and legal professionals involved in cases requiring WhatsApp evidence.

Introduction

WhatsApp, a cross-platform instant messaging application
owned by Facebook, has over 2 billion users worldwide [1].
Its popularity and widespread use have made it a valuable
source of digital evidence in forensic investigations, ranging
from personal disputes to criminal cases [2]. The forensic
analysis of WhatsApp involves the extraction, examination,
and interpretation of data associated with the application [3].

The importance of WhatsApp forensics has grown
significantly in recent years, as the application has become
increasingly ubiquitous in both personal and professional
contexts [4]. WhatsApp’s ability to store and transmit a wide
range of data, including text messages, images, videos, and
audio files, has made it a treasure trove of potential evidence
[5]. However, the use of end-to-end encryption in WhatsApp
ensures the privacy and security of user communications
but also hinders forensic investigations by preventing direct
access to message content [6].

Forensic examiners employ a variety of techniques and
tools to extract and analyze WhatsApp data from different
sources, such as mobile devices, cloud backups, and network
traffic [7]. These techniques range from logical and physical
extractions to advanced methods like chip-off analysis and
network protocol decryption [8]. The choice of technique
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depends on factors such as the type of device, the availability
of backups, and the legal constraints of the investigation [3].

As WhatsApp continues to evolve, with the introduction of
new features and updates to its security measures, forensic
examiners must stay abreast of these changes to adapt their
analysis techniques accordingly [4]. The application’s global
user base and the transnational nature of many investigations
also highlight the need for international cooperation in
WhatsApp forensics [5].

This review article aims to provide a comprehensive
overview of the techniques, challenges, and future directions
in the forensic analysis of WhatsApp. By examining the
current state of WhatsApp forensics and the various
approaches employed by forensic examiners, this article
seeks to contribute to the development of best practices and
the advancement of research in this critical field.

Data sources and extraction techniques

Mobile devices: The primary source of WhatsApp data
is the mobile device on which the application is installed.
Forensic examiners can extract data from the device using
various techniques, such as logical extraction, physical
extraction, and file system extraction [9]. Logical extraction
involves acquiring data through the device’s operating system,
while physical extraction requires direct access to the device’s
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storage [10]. File system extraction focuses on specific files
and directories related to WhatsApp [11]. Schrittwieser, et
al. [12] discuss the challenges and techniques for acquiring
data from mobile devices, emphasizing the importance of
preserving the integrity of the evidence.

Cloud backups: WhatsApp offers the option to back up
chat history and media to cloud storage services like iCloud
and Google Drive [13]. Forensic examiners can obtain these
backups with the appropriate legal authority and credentials
[14]. Cloud backups provide an additional source of data,
especially when the physical device is not available or when
data has been deleted from the device [15]. Cheng, et al. [16]
highlight the significance of cloud backups in mobile forensics
and the need for robust acquisition and analysis techniques.

Network traffic: In some cases, forensic examiners may
need to analyze network traffic to gather WhatsApp evidence.
This can be done by intercepting and decrypting network
packets or by using network forensic tools to reconstruct
WhatsApp sessions [17]. However, the end-to-end encryption
employed by WhatsApp makes it challenging to obtain
meaningful data from network traffic [18]. Karpisek, et al.
[19] discuss the techniques and limitations of network traffic
analysis in the context of WhatsApp forensics.

Data analysis techniques

Database analysis: WhatsApp stores its data in SQLite
databases on the mobile device [20]. Forensic examiners can
use SQLite viewers and analysis tools to examine the contents
of these databases, which include chat messages, contacts, call
logs, and other metadata [21]. The analysis of the database
structure and content can provide valuable insights into user
activities and interactions [22].

One of the primary databases used by WhatsApp is the
“msgstore.db” file, which contains the chat history and
related information [23]. This database includes tables
such as “messages,” “chat_list,” and “contacts,” which store
details about individual messages, chat sessions, and contact
information, respectively [24]. By examining the data in these
tables, forensic examiners can reconstruct conversations,
identify participants, and establish timelines of events.

In addition to the main message database, WhatsApp
also maintains other databases for storing user preferences,
app settings, and media-related information. For example,
the “wa.db” database contains information about the user’s
account, profile picture, and status updates. The “axolotl.db”
database is associated with the end-to-end encryption feature
and stores cryptographic keys and session information [25].

Forensic examiners can use various tools and techniques
to analyze WhatsApp databases. SQLite viewers, such as DB
Browser for SQLite or SQLite Expert, provide a graphical
interface for browsing and querying the database contents.
These tools allow examiners to view tables, execute SQL
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queries, and export data for further analysis. Command-line
tools, such as SQLite command-line shell, can also be used for
scripting and automating database analysis tasks.

When analyzing WhatsApp databases, forensic examiners
should consider the potential for deleted or overwritten data.
SQLite databases do not immediately remove deleted records
but instead, mark them as unallocated space. Specialized tools
and techniques, such as carving or recovery algorithms, can be
used to extract deleted or partially overwritten data from the
database files [26].

Media analysis: WhatsApp allows users to share various
types of media, such as images, videos, and audio files.
Forensic examiners can analyze these media files to extract
metadata, such as timestamps, geolocation data, and device
information. Media analysis can also involve the use of image
and video forensics techniques to detect any manipulations or
alterations to the original files [27].

When a user sends or receives media files through
WhatsApp, the application automatically downloads and
stores these files on the device’s storage. The media files
are typically stored in dedicated folders, such as “WhatsApp
Images,” “WhatsApp Videos,” and “WhatsApp Audio.” Forensic
examiners can access these folders and analyze the media files
using various forensic tools and techniques.

Metadata analysis is a crucial aspect of media forensics
in WhatsApp investigations. Metadata is data that describes
other data and can provide valuable information about the
origin, creation, and modification of media files. Examiners
can use metadata extraction tools, such as ExifTool or
Medialnfo, to retrieve metadata from WhatsApp media files.
This metadata may include details such as the date and time
the file was created, the device model and manufacturer, and
GPS coordinates if the media was captured using a camera
with geolocation capabilities.

In addition to metadata analysis, forensic examiners may
also apply image and video forensics techniques to detect
any manipulations or alterations to the original media files.
These techniques can help identify if a media file has been
edited, cropped, or spliced using image editing software.
Some common techniques include Error Level Analysis (ELA),
which highlights compression artifacts and inconsistencies
in an image, and Photo Response Non-Uniformity (PRNU)
analysis, which can identify the unique noise pattern of the
camera sensor used to capture the image [28].

Artifact analysis: WhatsApp generates various artifacts
on the mobile device, such as log files, configuration files, and
cache files. These artifacts can contain valuable information
about user activities, settings, and interactions with the
application. Forensic examiners can analyze these artifacts to
reconstruct timelines, identify patterns, and gather additional
evidence [29].

www.forensicscijournal.com 020



Forensic Analysis of WhatsApp: A Review of Techniques, Challenges, and Future Directions

Log files are one of the essential artifacts in WhatsApp
forensics. Thesefilesrecord variouseventsandactivities within
the application, such as user logins, message timestamps,
and error messages. WhatsApp stores log files in different
locations depending on the operating system. On Android
devices, log files are typically stored in the “/data/data/com.
whatsapp/files/Logs” directory, while on i0OS devices, they
can be found in the application’s sandbox directory. Forensic
examiners can use log analysis tools or manual techniques to
examine these log files and extract relevant information.

Configuration files are another important artifact in
WhatsApp investigations. These files store user preferences,
app settings, and other configuration data. On Android devices,
the main configuration file is “com.whatsapp_preferences.
xml,” which is located in the “/data/data/com.whatsapp/
shared_prefs” directory. This file contains information such
as the user’s registered phone number, last seen settings, and
notification preferences. Forensic examiners can parse this
XML file using text editors or specialized tools to extract the
configuration data.

Cache files are temporary files created by WhatsApp
to store frequently accessed data and improve application
performance. These files can contain valuable forensic
artifacts, such as thumbnails of shared images, profile pictures,
and audio or video snippets. On Android devices, WhatsApp
cache files are stored in the “/data/data/com.whatsapp/
cache” directory. Forensic examiners can analyze these cache
files using hex editors, image viewers, or carving tools to
recover deleted or partially overwritten data [30].

Artifactanalysisin WhatsApp forensicsrequires athorough
understanding of the application’s file structure, data storage
mechanisms, and operating system specificities. Forensic
examiners should keep abreast of the latest WhatsApp
versions and updates, as changes in the application’s
functionality or storage locations may impact the availability
and interpretation of artifacts. Additionally, examiners should
follow forensically sound practices, such as creating a forensic
image of the device’s storage, documenting the analysis
process, and ensuring the integrity of the extracted artifacts.

Challenges in whatsapp forensics

Encryption: WhatsApp employs end-to-end encryption,
which means that the communication between users is
encrypted and can only be decrypted by the intended recipients
[31]. This encryption poses a significant challenge for forensic
examiners, as they cannot directly access the content of the
messages without the encryption keys [32]. While encryption
ensures the privacy and security of user communications, it
can hinder forensic investigations [33].

WhatsApp uses the Signal Protocol, a highly secure
encryption protocol that provides forward secrecy and
protects against various types of attacks [34]. The encryption
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keys are generated and stored on the users’ devices, making
it difficult for forensic examiners to obtain them without
physical access to the devices. Even if the examiner gains
access to the encrypted data, decrypting it without the proper
keys is computationally infeasible.

To overcome the challenges posed by encryption,
forensic examiners may resort to alternative methods, such
as analyzing unencrypted metadata, examining the device’s
memory for encryption keys, or using legal means to compel
the disclosure of encryption keys [35]. However, these
methods have their own limitations and may not always be
feasible or legally permissible.

The use of encryption in WhatsApp has also raised debates
about the balance between privacy and security on one hand
and the needs of law enforcement and national security on the
other. While encryption is essential for protecting user privacy
and preventing unauthorized access to sensitive information,
it can also be exploited by criminals and terrorists to evade
detection and investigation.

Data volatility: WhatsApp data stored on mobile devices
is subject to volatility, meaning that it can be easily modified
or deleted by users [36]. Forensic examiners must be aware
of the potential for data loss and take appropriate measures
to preserve the evidence [37]. This may involve using
write-blocking techniques, creating forensic images, and
documenting the acquisition process [38].

The volatile nature of WhatsApp data can be attributed to
several factors. Users can manually delete messages, chats,
and media files from within the application, leaving no traces
of the deleted data on the device’s storage. WhatsApp also has
a feature called “disappearing messages,” which allows users
to set a timer for messages to automatically delete after a
specified period.

Moreover, WhatsApp data can be lost due to various
reasons, such as device failure, factory reset, or overwriting
new data. In such cases, the chances of recovering the lost
data depend on factors like the device’s storage type, the
time elapsed since the deletion, and the amount of new data
written to the storage.

Tomitigate the risks associated with data volatility, forensic
examiners should prioritize the acquisition of WhatsApp
data as soon as possible. Live acquisition techniques, such as
capturing the device’s memory or creating a logical extraction
while the device is still powered on, can help preserve volatile
data that may be lost during a traditional forensic acquisition.

Tool validation: The forensic analysis of WhatsApp relies
on various tools and software to extract and analyze data
[39]. It is crucial for forensic examiners to validate these
tools to ensure the accuracy and reliability of the results
[40]. Validation involves testing the tools against known
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datasets, comparing results with other established tools, and
documenting any limitations or discrepancies [41]. The lack of
proper validation can lead to the inadmissibility of evidence in
legal proceedings.

Validating forensic tools is essential to ensure that the
retrieved data is accurate, complete, and free from any
alterations or artifacts introduced by the tool itself. Validation
also helps establish the scientific validity of the forensic
process and enhances the credibility of the evidence in court.

However, validating WhatsApp forensic tools can be
challenging due to the constant updates and changes in the
application’s functionality and data storage mechanisms.
Forensic tool developers need to keep pace with these changes
and regularly update their tools to maintain compatibility and
effectiveness.

Forensic examiners should use validated tools whenever
possible and document the validation process, including the
test cases, results, and any discrepancies observed. If using a
non-validated tool is necessary, the examiner should disclose
this fact in their report and explain the reasons for using the
tool and any potential limitations or uncertainties associated
with the results.

Keeping up with updates: WhatsApp continuously
evolves, introducing new features, updating its security
measures, and modifying its data storage mechanisms [42].
Forensic examiners must stay up-to-date with these changes
to adapt their analysis techniques accordingly [43]. Failure
to keep up with the latest updates can result in missing or
misinterpreting crucial evidence.

WhatsApp regularly releases updates that introduce new
features, fix bugs, and improve security. These updates can
change the way data is stored, encrypted, or transmitted,
rendering existing forensic techniques and tools obsolete.
For example, a new encryption algorithm or key management
system may require forensic examiners to develop new
methods for accessing and decrypting the data.

Additionally, WhatsApp may introduce new features
that generate new types of artifacts or metadata that could
be relevant to forensic investigations. For instance, the
introduction of WhatsApp payments or business accounts
may create new sources of financial or transactional data
that forensic examiners need to be aware of and know how to
acquire and analyze.

To keep up with the latest updates, forensic examiners
should regularly monitor official WhatsApp announcements,
release notes, and technical documentation. They should
also participate in professional forums, attend training and
conferences, and collaborate with other experts in the field to
share knowledge and best practices.

Forensic tool developers also play a crucial role in keeping
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up with WhatsApp updates. They should work closely with
the forensic community to identify new requirements and
challenges and develop timely updates to their tools to
address these changes.

Conclusion and future recommendations

The forensic analysis of WhatsApp has become an
increasingly important aspect of digital investigations, given
the widespread use of the application for communication and
the potential for it to contain valuable evidence. This review
article has explored the various techniques, challenges, and
future directions associated with WhatsApp forensics.

The extraction and analysis of WhatsApp data from
mobile devices, cloud backups, and network traffic have
been discussed in detail, highlighting the importance of
a comprehensive approach to data acquisition. Database
analysis, media analysis, and artifact analysis are the key
techniques used to examine WhatsApp data and uncover
relevant information about user activities, interactions, and
timelines.

However, the forensic analysis of WhatsApp is not without
its challenges. End-to-end encryption, implemented using the
Signal Protocol, is a major hurdle for forensic examiners, as it
prevents direct access to the content of user communications.
The volatile nature of WhatsApp data stored on mobile
devices also poses a risk of data loss, requiring forensic
examiners to take prompt and appropriate measures to
preserve the evidence. Tool validation is crucial to ensure the
accuracy and reliability of the forensic analysis results, but it
can be challenging due to the constant updates and changes
in WhatsApp’s functionality and data storage mechanisms.
Keeping up with these updates is essential for forensic
examiners to adapt their techniques and avoid missing or
misinterpreting crucial evidence. To address these challenges
and advance the field of WhatsApp forensics, several future
recommendations can be made. First, there is a need for
continued research and development of forensic tools and
techniques that can effectively deal with the challenges posed
by encryption and data volatility. This may involve exploring
alternative methods for accessing encrypted data, such as
analyzing unencrypted metadata or using legal means to
compel the disclosure of encryption keys. Researchers should
also focus on developing more robust and efficient data
preservation and acquisition techniques to mitigate the risks
of data loss.

Second, the forensic community should work towards
establishing standard procedures and guidelines for WhatsApp
forensics. This would help ensure consistency and reliability
in the acquisition, analysis, and reporting of WhatsApp
evidence across different jurisdictions and organizations.
The development of standardized test datasets and validation
methodologies would also facilitate the evaluation and
comparison of different forensic tools and techniques.
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Third, collaboration and information sharing among
forensic examiners, researchers, and tool developers are
essential to keep pace with the rapidly evolving landscape of
WhatsApp forensics. Regular communication and knowledge
exchange through professional forums, conferences, and
workshops can help identify new challenges, share best
practices, and foster innovation in the field. Fourth, there is
a need for enhanced training and education programs for
forensic examiners to equip them with the necessary skills
and knowledge to handle WhatsApp forensics effectively. This
should include training on the latest tools and techniques, as
wellasanunderstanding of the legal and ethical considerations
surrounding the acquisition and analysis of WhatsApp data.

Finally, the forensic community should engage in ongoing
dialogue with policymakers, legal experts, and privacy
advocates to address the complex issues surrounding the use
of encryption in communication applications like WhatsApp.
Balancing the legitimate needs of law enforcement and
national security with the fundamental rights to privacy and
security is a delicate task that requires careful consideration
and informed decision-making.
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